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Abstract 

The Information Security landscape is ever changing, and faced with new threats, new 

legislation and decreasing finances  it’s imperative that we consider new and novel methods 

to  analyse and document these risks.  

This Action Research project report explores the deployment of a number of  Agile Techniques 

and Methods, experimenting with adaptations to current practice in order to reduce the 

burden of traditional approaches to Information Security. 

A background analysis of the current literature related to these methods takes place, which 

is also supplemented with a survey, considering the attitudes towards Information Security 

and Agility across the Further Education Sector.  

A phased approach to improvements is adopted, splitting the experimentation into three 

distinct Action Research Cycles. Feedback has been gathered at each stage, both 

observationally and via the use of Surveys. 

A number of conclusions are drawn, revealing that these Methods and Techniques have 

fulfilled the requirements set out in the initial research questions. The success of the project 

can also be attributed to the Agile approaches used to manage the project. 

 



1 Introduction 

College and University networks have become the source of a number of high profile virus 

and denial-of-service attacks in recent years [1]. A recent publication revealed that 100% of 

Colleges and Universities were susceptible to data exfiltration via the use of Phishing 

campaigns [2]. This is set against a recent report showing that less than half of all education 

senior managers see Cyber Security as a high priority, allocating only an average of £1,810 in 

the 2016/2017 financial year to cyber security projects [3]. 

During 2014 the UK Government mandated, that contractors must have achieved Cyber 

Essentials[4] certification in order to bid for some Central Government contracts . Specifically, 

those involving the handling of personal information [5]. Certification is encouraged in all 

other contract areas. The Scottish Government have also set out an action plan [6] and expect 

Public Sector Bodies, including FE & HE institutions to prepare for Cyber Essentials 

accreditation by March 2018, and to further extend the reach by June 2018.  As of March 

2019, 51% of Institutions had achieved this [7]. 

Compounding the intentions of the Government, May 25th 2018, saw the countdown 

towards enforcement of the EU’s new Data Protection legislation, the General Data 

Protection Legislation (GDPR) come to an end [8]. Information security falls firmly within the 

GDPR’s realms of Integrity and Confidentiality. GDPR Article 25 states that approved 

certification mechanisms may be used as an element to demonstrate compliance with the 

requirements of Data Protection by Design and by Default [8].   

As of March 2019, the Information Commissioners Office are yet to prosecute any 

organisation under the provisions of the GDPR and recent cases still relate to DPA1998 

Enforcement [9]. The changes to policies & processes following the new legislation, resulted 

in the number of businesses identifying a cyber security attack in the last 12 months (to March 

2019) fell to 32% from 43% the previous year [10].  

A recent survey carried out by JISC found that within FE only 35% of organisations have a 

strategic Cyber Security lead [11]. Furthermore only 29% of FE colleges are working toward 

Cyber Essentials certification with a small fraction 4% having already achieved certification 

[11]. Data published by the Information Commissioners Office reports that the Education 
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Sector has saw a 40% increase in the number of reported Information Security incidents in 

the latter part of 2017 [12]. 

The College has now achieved the minimum standards imposed by the Cyber Essentials [4] 

framework, however at the outset of this project, no methodical Information Security Risk 

Assessment has been carried out and nor did an Information Security Management System 

exist. 

This Action Research report documents a number of the processes implemented, the progress 

and lessons learnt  during the implementation of a formal Information Security Management 

System as per the ISO27000 series [13] International Standard at a UK Further Education 

Institution. The Study focusses particularly  on the use of Agile tools and techniques to 

analyse, document and treat Information Security Risk both within the colleges Systems 

Development function, and in the wider IT Services group. 

The Action Research study is supported by a survey across the Further Education Sector, 

considering attitudes towards Cyber Security and Agility. 

The  following section sets out a number of key concepts that feature in the study and 

additionally further supporting information.
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2 Background 

The Action Research study intends to deploy a number of Agile methods and tools in order to 

improve the way the College’s IT Services function approaches the analysis and 

documentation of Information Security Risk. With that in mind, it is first appropriate to 

consider the wider aspects of Information Security and Agility, and look at possible avenues 

for application.  

2.1 Information Security / Cyber Security 

Information Security is the art of protecting Information and Information Systems from 

unauthorised access, use, disclosure, disruption, modification, or destruction [14].  

Information Security revolves around the protection of Confidentiality, Integrity and 

Availability known as the CIA triad [15]. These facets are sometimes expressed in their 

negative forms as Disclosure, Alteration and Denial the DAD triad [15].  Internationally, a 

number of attempts at standardising Information Security Practice exist [4], [13], [16].  

Traditional Negative Variant 

Confidentiality Disclosure 

Integrity Alteration 

Availability Denial 

Figure 1 - The CIA and DAD Information Security Triads 
 

Ten Steps to Cyber Security 

Launched by the UK Government in 2012, and later redefined in 2016 [17]  the Ten Steps to 

Cyber Security [16] recommends the implementation of a number of Risk Management 

controls, in order to prevent a wide range of common attacks [18]. 
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1. Information Risk Management Regime 
2. Secure Configuration 
3. Network Security 
4. Managing User Privileges 
5. User Education and Awareness 
6. Incident Management 
7. Malware Prevention 
8. Monitoring 
9. Removable Media Controls 
10. Home and Mobile Working 

Figure 2 - Ten Steps to Cyber Security 
 

Two thirds of FTSE 350 companies, now use the Ten Steps [19].  Following the success of the 

Ten Steps scheme, the Government in conjunction with the Information Security Forum (ISF), 

the Information Assurance for Small and Medium Enterprises Consortium (IASME) and the 

British Standards Institution (BSI) developed the Cyber Essentials framework [20]. 

Cyber Essentials  

Cyber Essentials certification is said to be a simple, cost-effective, set of basic cyber security 

controls for organisations of all sizes [4].   

“Nearly seven out of ten attacks involved viruses, spyware or malware that 

might have been prevented using the Government’s Cyber Essentials 

scheme” 

UK Government [21] 

The scheme exists in order to provide a mechanism to implement the ‘Ten Steps of Cyber 

Security’ [16][18]. Specifically it focuses on five ‘essential’ mitigations and intends to be 

compatible with other established standards (e.g. ISO27001) [20]. 
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1. Boundary Firewalls & Gateways 
2. Secure Configuration 
3. Access Control 
4. Malware Protection 
5. Patch Management 

Figure 3 - Five Key Mitigations of Cyber Essentials 

 

Each control is subdivided into a number of technical controls, with controls varying in terms 

of depth and required expertise [20].  

A recent study [18], found that the Cyber Essentials controls were effective, and mitigated (or 

aided the mitigation) of 200 vulnerabilities, found by the US Department of Homeland 

security. Cyber Essentials is tested by a reviewed self-assessment questionnaire, and a remote 

vulnerability scan of all external facing services [22]. 

Cyber Essentials Plus 

Cyber Essentials Plus certification, requires the exact same controls as Cyber Essentials, 

however  it extends the validation to include on site assessments, internal vulnerability scans, 

and a review of physical security [22]. 

ISO27000 Series 

Dating back to 1998 as BS7799, the ISO27000 series of International Standards has existed 

since 2005 [23]. The best known of these is ISO27001. ISO27001 specifies the requirements 

for establishing, implementing, maintaining and continually improving an Information 

Security Management System within the context of the organization [13]. The standard is 

made up of 114 controls in 14 groups and 35 control objectives [24]. 

Often referred to as costly and time consuming [23], studies suggest that integration of 

ISO27001 processes with ITIL service management approaches can lower the total cost of 

maintaining appropriate security levels, and aid in managing and mitigating risk [25][26]. 

Approximately 20% of education institutions have implemented ISO 27001 [3].  
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A major element of any Information Security Management system, is a comprehensive Risk 

Assessment and Risk Management process, for that to take place we must gain a deeper 

understanding of Risk itself, and the risks posed to our organisations. 

Risk 

A risk is defined by the ISO as the effect of uncertainty on objectives [13]. The ISO also define 

Information Security Risk as the potential that a given threat, may exploit vulnerabilities of an 

asset and thereby cause harm to an organisation [13].  

Risk is measured in terms of the likelihood of an event and its consequences or impact [13]. 

A Risk exists where there is a likelihood of a threat; that someone or something could exploit 

a vulnerability within our organisation, or in a system we may utilise. 

Risk= Likelihood * Impact 

Figure 4 - Risk Measurement Calculation. 
 

Threats 

A threat is the potential cause of an unwanted event, which may result in harm to a system 

or organisation [13] 

A variety of papers and standards propose methods for categorisation of these Information 

Security Threats [27], [28]. One such method is Microsoft’s STRIDE [29] which attempts to 

categorise  the various threats into a number of types. 
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Category Description 

Spoofing Posing as somebody or something else. 

Tampering Modification of data or code. 

Repudiation These threats relate to the inability to track the 
(malicious) actions of a user. 

Information 
Disclosure 

Information is exposed to individuals who are not 
supposed to have access to it. 

Denial of 
Service 

Attacks which deny or degrade service for valid users. 

Elevation of 
Privilege 

Where a user (or non user) gains increased levels of 
access to a system. 

Table 1 – Microsoft’s STRIDE Model. 
 

What can be seen from this model is there is a lack of attention to Environmental, 

Organisational and Physical Threats. This model could be applied to a software solution, but 

not necessarily to an Information System nor organization as a whole. 

Vulnerabilities 

A vulnerability is a weakness or gap in a system or process that may be exploited [13]. In 

essence a risk exists when there is a threat of the vulnerability being exploited. 

When that vulnerability exists in a software system, or some form of network hardware that 

may give rise to maybe the most revered of threats, that of Hacking. 

Hacking  

Carried out by those referred to as Black Hat [30] or Grey Hat [31] hackers, Hacking is the 

illegal or unauthorised access of a computer system [32]. Hackers, alone or in groups pose a 

variety of threats to an organisation. At one end of the scale they may cause minor breaches 

of confidentiality, however there is also the chance that their intentions or beliefs may result 

in more widespread damage, destruction of information and even extended outages. 

One such example in the Education sector targeted the parents of students attending a 

private school . In the first step of that attack, hackers were able to acquire a database of 

parents information, and this then was used to transmit the well-crafted Phishing email. 
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In certain sectors, the threat posed by hacking goes beyond simple lone wolf attacks, and can 

be perpetrated by so-called Hacktivist groups [33] or state sponsored groups. In this flavour, 

attacks can be instigated on the basis of political belief, or to gain advantage for the nation 

state sponsoring their activities. 

Ethical Hacking & Penetration Testing 

If we take the concept of Hacking, and flip it by 180 degrees we come to the idea of Ethical 

Hacking [34], or White Hat Hacking [35] and our opportunity to potentially see into the minds 

of, and think like our Miscreant Stakeholders. 

A recent Information Security seminar I attended was delivered by none other than Ryan 

Ackroyd aka “Kayla” [36], formerly of the Hacktivist [37] group LulzSec [33]. Ryan’s move from 

Black Hat to White Hat is uncommon in the industry [38], [39] and is set against a move of 

approximately 10% from White to Black [39]. 

Ethical Hacking may take place as part of officially sanctioned Penetration Testing, whereby 

an organisations network is scanned and attack attempts are mounted by a  third party under 

the terms of a contract or official engagement. 

Miscreants 

Miscreants [29] we can consider, as the collective term for those who may wish to cause 

damage, or rather effect one  or more elements of the Information Security Triad, e.g.  

compromising the Confidentiality, Integrity or Availability of a system. We can consider that 

Black Hat and Grey Hat hackers are both Miscreant actors in a given system. Additionally other 

types of actor may fall into this category.  

Methods for Approaching Information Security. 

With a focus on efficiency, and relative speed a number of organisations have turned to Agile 

methodologies for identifying and analysing Information Security Risk and in turn prioritising 

mitigations. 
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2.2 Agility 

The turn of the century saw a movement emerge, culminating in the publication of the Agile 

Manifesto [40]; a set of four values and twelve principles that underpin a new suite of 

methods and tools intended to improve the software development community. They 

encourage practitioners to embrace change, hold both the needs of the customer and 

interactions with them as the highest priorities and to value working software over process 

and documentation. 

Prior to this surge in preference towards Agile methods, formal methods that we can consider 

to be waterfall [41] approaches were the de-facto standard. These methods became less 

popular given they were based upon rigid, sequential processes [42]. We may also see them 

referred to as Plan-Driven methods, due to the use of tools such as Gantt charts to model the 

flow of work at the outset. 

Some state that Agile is now the mainstream method for software development worldwide 

[43], with 97% of respondents to a recent Agile survey reporting use across their organisation 

[43], [44]. 

 Following the manifesto, a number of new and existing methods were enveloped by the Agile 

umbrella, far from an exhaustive list we see methodologies such as Scrum [45], XP [46], and 

the recently retitled Agile Project Framework [47] (was DSDM). Key throughout the 

application of these practices, is the concept that these methods are here to be adapted. 

Borrowing ITIL’s mantra of “Adopt and Adapt” [48], then there is also room for amalgamated 

methods, the AgilePF Framework for Scrum is one such example [49]. 

Furthermore, of the most interest in the way of Adopting and Adapting, is the idea that 

organisations can take elements of these methods, to solve problems in a piecemeal fashion, 

however this is an approach that has faced some criticism [50].  

In recent times, we have also seen Agile escape the arena of software/IT and begin to change 

the way we think about leadership; business change, culture and processes as whole [51], 

[52]. 
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Given that we place customers at the heart of everything we do, there is a need to engage 

with our customers, stakeholders and even the team in an engaging focussed way. Facilitated 

Workshops [53] are one such way of approaching these interactions. 

Facilitated Workshops 

One particular example of an Agile tool that pre-dated the Manifesto is the Facilitated 

Workshop, a key component of the DSDM/AgilePF approach. A component however that was 

co-opted based on previous methodologies (JAD/Participatory Design) [47]. 

In the Facilitated Workshop model, an often neutral party guides the participants through a 

process with an end goal in sight. The use of this model aims to bring about greater levels of 

buy-in, boosted team spirit and a faster road to a consensus [47], [53]. 

In addition to the facilitator, the model defines a number of roles, such as the Workshop 

Owner who sets the high level objectives, the participants who are selected in order to add 

value and the optional role of observers who may be auditing or monitoring the process and 

its outcomes. 

If we consider that a Facilitated Workshop’s key intention is to encourage engagement and 

collaboration, then there should be an Agile way in which we can document what is discussed. 

One such method is that of the Rich Picture [54]. 

Rich Picture 

Soft Systems Methodology [54] is now respected as a collection of tools which can be 

deployed in an Agile environment [55]. Within that set of tools, is the Rich Picture, a visual 

representation valuable in that it provides a richness of understanding relating to the problem 

at hand [54].  
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Figure 5 - Example of a Rich Picture from [55] . 

 

A Rich Picture has no rules [55] however it may feature drawn representations of People, 

Problems, Conflicts [56] and the such like in order to provide a holistic overview. In the above 

example, we see a Rich Picture that depicts the current situation for a small hotel, along with 

their desires for improvement and elements of their culture. The views of relevant 

Stakeholders are often represented in the Rich Picture, and their needs should be paramount 

in any Agile project. 

Stakeholders 

“Stakeholders encompass everybody inside or outside the project who are 

involved in or affected by it.” 

(AGILE BUSINESS CONSORTIUM, 2015) [47] 

Stakeholders we can consider are at the very core of any Agile project, and we can reference 

the Agile Manifesto, valuing Individuals and Interactions, along with Customer Collaboration 

[40]. We can categorise Stakeholders in a number of ways. In one such method,  we see: 

Primary Stakeholders, the end users of a system; Secondary Stakeholders, who provide input 

and who interrogate the output; Tertiary Stakeholders, who are affected by the success or 
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failure of a system; and lastly Facilitating Stakeholders,  those who are involved in the project  

[57].  

In ITSM practice, stakeholders are often identified and mapped using tools such as a Sponsor 

Map [48]. A sponsor map identifies a number of Individuals or Groups: The Authorising 

Sponsor, the person who has final and overall control of the project; Reinforcing Sponsors 

who’s input is vital to the success of the project, and the success of any related Business 

Change [48]; and finally those Impacted by the project. 

We may need to take the idea of our Stakeholders further, and begin to look deeper at their 

needs, motivations and skillsets. Personas [58] are one tool that may fit the bill. 

Personas 

A Persona [58] taken from the world of User Experience (UX)  or Participatory Design [59], is 

a way in which we can document a typical user. Rather than a mere name or job title, the 

Persona brings life to this user giving it a biography, a background and identifying key 

information. By utilising the Persona we are able to become absorbed and identify the 

particular users’ needs [60], often empathising as if we were that user [59]. 

 

Figure 6 - Example of a Persona Map from [61] 
 

As with other modelling techniques, Categorisation [58] and Mapping [61] may take place. 

Personas can be categorised in a number of ways for example Primary, Secondary and Tertiary 
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[60]. Tools such as Persona Maps [61] can be utilised in order to fit personas into these 

categories. 

Attacker Personas 

Attacker Personas [62], [63] represent a development extending traditional user Personas to 

cover typical forms of negative user. In line with the templated format of a Persona, templates 

for Attacker Personas have been defined [64]. 

Name  

Age  

Location  

Quote  

Motives  

Activities  

Ratings Skills /5 

Equipment /5 

Funds /5 

Criminal Intent /5 

Damage Caused /5 
 

Profile  

Figure 7 - Example Attacker Persona Adapted from [64]. 
 
 

Use Cases & Use Case Diagrams 

Use Cases are short descriptions of tasks or functions which a user can carry out in a given 

system [65]. A pictorial representation of the Use Cases takes the form of a Use Case Diagram, 

Ambler describes this as a diagram which provides an overview of the usage requirements of 

a system [65].  

Abuse Cases 

Converse to the function of a Use Case, Abuse Cases [66] (aka Misuse Cases [67]) document 

negative interactions that may target a system [68], and are cited as being easily understood 

by users, customers and developers [66].  They have been criticised in some instances and 
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advice is provided that the Abuse Case model should not replace more formal security 

engineering processes [66]. 

User Stories & Epics 

Popularised by the work of Cohn [69], User Stories have taken hold as the de-facto method 

of requirements capture in the sphere of Agile [70]–[72]. The vast majority of story authors 

reporting that they use a standard template [70]. Of the slight variations in template, the most 

commonly used [70] is the format defined by Cohn/Connextra [69]. 

As a _______, 
 I want _______,  
so that _______. 

Figure 8 – Cohn/Connextra User Story Format. 
 

In some instances, early on in the lifecycle of a project, the requirements may be defined at 

a higher level utilising Epics [69], which again follow the above format but potentially 

represent a wider scope.  

A system to do _______, 
by  _______,  

in order to _______. 

Figure 9 – Root Definition Format. 

. 
 

These Epics may show a resemblance to the format of a Root Definition, an element of Soft 

Systems Methodology [54]. 

[73] sets out the case that in addition to collaboration with a customer, that in the realms of 

security, User Stories may also be defined from Standards and Policies. Other proponents also 

cover options for new User Story variants, Abuser Stories [74] and Security Stories[75] 
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Abuser Stories / Security Stories 

“Abuser stories identify how attackers may abuse the system and 
jeopardize stakeholders' assets.”   

(PEETERS, 2005) [74] 

 

The term “Abuser Stories” coined by Peeters [74] in 2005, and recognised by the Open Web 

Application Security Project (OWASP) [76] as “Evil User Stories” cemented the need for a way 

to express the negative interactions that may occur to a given system [77], [78]. 

Security Stories [75] widen this concept and cover what the system should do to prevent the 

outcome of the Abuser Story. 
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3 Literature Review 

3.1 Objectives 

As of late 2018, papers referring to Abuser Stories or alternate variants made up less than 

1/50th (n=90, f=1.81%) of papers relating to User Stories and their application. 

The objectives of this Literature Review were: 

1. To seek out, and explore the literature surrounding Security practices within Agile 

projects, specifically those papers documenting the use of Abuser Stories. 

2. To research key Themes, and Ideas which may assist in the experimental phase of this 

study. 

These objectives align with the research questions posed in section 1.3. 

3.2 Related Work 

At the time of writing, no literature reviews dedicated to Abuser Stories or other varying 

forms of title identifying a User Story which purports to identify a negative scenario have been 

completed. 

No reviews of the literature solely concerning the practice of User Stories could be located. 

Reviews concerning the broader topic of Agile Requirements Engineering have been 

completed. 

Early studies by Paetsch et al (2003) [79] and Bjanrsaon et al. (2011) [80] are referred to by 

Lyanat et al. [81] in their 2014 published review of Agile Requirements Engineering. This was 

followed by a similar study by Schön et al. [82] in 2016 where User Stories featured in over 

half of the literature they identified. 

In a second 2016 review, Heck & Zaidman [83] identify a number of papers referring to User 

Stories and their refinement, often focussing on quality aspects. 
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A systematic review of Security in Agile Requirements Engineering has taken place. Villamizar 

[84], finds a number of Authors discussing utilsiing Abuser Stories as a tool to document 

security requirements amongst many other techniques. 

3.3 Search Strategy 

During the initial scoping of this project, it was identified that Abuser Stories are often 

referred to by a number of names, and as such the literature identified was scoured to source 

as many of these alternate terms as possible. These can be seen in Table 2. During the initial 

search, the term Security Story was also apparent in a number of papers [85], [86]. Unlike the 

other title variations, the Security Story describes what an attacker should be unable to 

achieve. This is further explored below. 

Search Term Number of Results (Google Scholar)  

2000-2005 2006-2010 2011-2015 2016-2019 Total % 

User Stories / User Story 270 788 2,140 1,680 4,878  

Negative User Stories /  
Negative User Story 

0 2 5 5 12 
10.43% 

Abuser Stories / Abuser Story 1 10 8 4 23 20.00% 

Attacker Stories / Attacker Story 0 0 2 0 2 1.74% 

Evil User Stories / Evil User Story 0 0 6 5 11 9.57% 

Security Stories / Security Story * 0 6 21 15 42 36.52% 

Misuse Stories / Misuse Story 0 4 9 11 24 20.87% 

Misuser Stories / Misuser Story 0 0 0 1 1 0.87% 

     115 100.00% 

Table 2 – Volume of Search Results returned by Google Scholar for varying terms. 
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Figure 10 - Graph Depicting Growth of Published Papers Over Time. 

 

3.4 Search Criteria 

The following inclusion and exclusion criteria were utilised in order to define the scope of 

literature relevant to this review. 

• Papers written in English. 

• Dated January 2000 to December 2018. 

• No full books. 

• Title or body contains one of the search terms above. 
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The final number of papers returned not including those solely discussing User Stories was 

Ninety.  

3.5 Key Themes 

Are Agile Methods Insufficient for Capturing Non Functional Requirements? 

A number of sources criticise existing Agile Methods for lacking in means to analyse Non 

Functional Requirements (NFR), and within that specifically Information Security Risk [85], 

[87]. NORMAP [87] introduces a new way to model NFR, firstly via a new mechanism for 

recording a User Story and utilising new types of Use Case.  

A second group propose extending the planning phase of XP [67] in order to identify Assets, 

and formulate Abuser Stories. Those stories are then Risk Assessed and counter stories 

referred to as Security-related User Stories are defined. Where a User Story cannot counter 

the Abuser Story then the recommendation is to implement a mitigation by mandating a 

relevant coding standard.  

An extension of the Scrum framework is similarly highlighted by [86], their proposal includes 

the addition of a Security Owner to guide the team to produce more secure increments. This 

type of role is seen in the area of Risk Management [88].  The Security Owner’s role revolves 

around the maintenance of a Security Backlog. Misuse Stories are created to represent the 

threat being posed and  again as with [85], Security Stories are proposed to mitigate these 

risks. 

Use cases feature across these proposals, often in the form of Misuse cases [86], [89] or Loose 

Cases [85]. In a similar vein, User Stories feature either as Abuse [85], [86] or Misuse Stories 

[86]. Security Stories [85], [86] are utilised to counter these NFR type stories and provide a 

unit of work which can be worked towards a Definition of Done [45]. 

Pairing or Nesting User Stories and Abuser Stories 

The root of an Abuser Story is none other than that of a User Story. Mapping out the Assets 

involved in functional stories allows the Agile Team to consider any attack vectors and 



The Life and Times of Miscreants, Attackers, Abusers, Misusers and Evil  Folk:  

An Action Research Study Focussing on Agile Methods to Manage Information Security Risk. 

 34 

formulate Abuser Stories. This can be seen in the lightweight, multi-layered model defined by 

[90]. This model sees User Stories analysed and Assets collated in a similar fashion to [85].  

Thinking like an attacker is discussed by [91] but they counter the idea of pairing in preference 

to tracking the Abuser Stories based upon their Cost (value). 

Threats 

Discussion surrounding the analysis and modelling of Threats is common across the literature  

[92], [93], [94].  

A new formula for calculating risk, that deviates from the standard [Risk=Impact*Probability] 

mechanism [13] features in [92]. Entitled DREAD and originally created at Microsoft [95], this 

calculation takes into account the Damage Potential, Reproducibility, Exploitability, Affected 

Users and the Discoverability of a vulnerability. The original calculation sees the five areas 

rated from 1 to 10, they are summed and then divided by five to give a mean result. 

Model Detail 

Traditional  Risk = Impact * Probability 

DREAD Risk = (Damage  + Reproducibility + Exploitability + Affected Users + Discoverability)  

5 

Table 3 - Comparison of Risk Calculations 
 

In [93], a four stage process for threat analysis is defined, following this process leads to a list 

of identified Threats, Assets, Controls and Scenarios. Once defined, these artefacts are 

realised as Abuser Stories and added to the backlog. This model extends the Abuser Story to 

include various security controls within the acceptance criteria. Thus mitigating the impact of 

the Abuser Story can be assured if the acceptance criteria are met. 

User Story Constraints 

Contradicting the work of those preferring Abuser Stories, [96] considers adding Constraints 

on every Story. These constraints are declared in order to describe what cannot occur in a 

given Story. 



The Life and Times of Miscreants, Attackers, Abusers, Misusers and Evil  Folk:  

An Action Research Study Focussing on Agile Methods to Manage Information Security Risk. 

 35 

Security Backlog 

One author takes the story concept a stage further, and proposes a potential, separate 

Backlog of stories, a so called Security Backlog [42]. Security items are linked to traditional 

stories as we saw with [85], [90]. The reasoning here is that they should reflect threats against 

features implemented by those stories. Items on the backlog are to be prioritised by Risk, and 

the proposal goes further to suggest that the customers should be consulted to elicit the 

consequences of particular security stories.  

When a prioritised Backlog item is selected for development, the security implications and 

thus linked security items from the Security Backlog should be selected in parallel. The model 

proposed sees the Security Stories used again to extend the User Story, and formulate 

acceptance criteria. 

Penetration Testing 

Across a number of the papers [42], [93], [96]–[99], there is a repeated concept, that of 

Penetration Testing. One paper defines these tests as a simulated attack against a system that 

can be used to identify weaknesses and strengths [93]. Often, Penetration Testing is carried 

out as a form of External Assurance [97]. 

Early and regular testing is one preference expressed [96], justified in line with the Agile desire 

to fail fast in that issues will be identified early. Others propose that these tests are carried 

out when a system is nearing completion [98], though this is reminiscent of waterfall type 

approaches. Alternate solutions involve carrying out the Penetration Testing as a parallel 

exercise to testing against the individual Security Stories [99]. 

3.6 Discussion 

In an Agile environment, where ‘just good enough is good enough’ [100], is it therefore 

acceptable that approaches to ensure security in our projects again need only be good 

enough? A recent retrospective on Agile compounds our question, asking ‘how do agile 

methods ensure that security requirements are continually met?’ [43]. 
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Some argue that with Agile, security is not absolute, and that even systematic traditional 

approaches do not ensure completeness [96]. Across the literature, the apparent view is that 

as of yet no one approach to Security within an Agile project outshines the others.  

Previous reviews of the literature suggest that what is required is further empirical evaluation 

of the various approaches [84]. Research appears to be focussed presently on modifying 

existing Agile methods to introduce new artefacts [84].  

The argument also that as Agile methods encourage rapid development, without a heavy 

documentation burden that this can lead to the production of less secure software is seen 

[86]. Contradicting these, previous work and experimentation directs us toward a number of 

solid avenues to explore in the areas of Threat Analysis, Abuse Cases and Abuser Stories. 

Given the respective low volume of literature, in comparison to papers on wider topics such 

as Information Security and Agility, the decision was taken to supplement this review with an 

initial posture survey. This approach is covered in more detail throughout the following 

sections.  
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4 Research Objectives  

The review of relevant literature was completed in order to direct the enquiry and strengthen 

the findings from the study. Following this, two key research questions were identified: 

RQ1. Are Abuse Cases and Abuser Stories effective means of documenting Information 

Security Risk in a Software Project. 

RQ2. Can Specific Agile Approaches succeed in aiding the prioritisation and treatment of 

Information Security Risk. 

These research questions have been explored utilising a combination of a survey, and a 

number of Action Research  [101]–[103]  cycles, exploring the use of a number of Agile tools 

and techniques in order to analyse and document Information Security Risk as well as to 

prioritise Risk Treatment. Action Research follows an iterative Plan, Act, Observe, Reflect 

cycle [103].  
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5 Context 

5.1 Personal Context 

Action Research leads reflective practitioners to propose, and experiment with solutions to 

problems in their current practice [103]. An exploration of Agile tools and techniques in order 

to lighten the burden of Information Security, and specifically Threat Identification and Risk 

Assessments is a prime area of interest.  

5.2 Organisational Context 

Key on the agenda for organisations across all sectors, and specifically within Further 

Education is the topic of Information Security [11]. A recent external Penetration Test carried 

out by JISC[104] highlighted a number of areas of improvement that the College could make. 

The College has also set out its commitment to prioritise Information Security [105], including 

the maintenance of a minimum standard of Certification (Cyber Essentials). 

Within the IT Services function, preference toward the use of lightweight processes and tools 

such as ITIL and Agile lead this Action Research study to be a worthwhile investigation. 

5.3 Theoretical Context 

The literature presented a number of opportunities to explore Agile methods for 

documenting Information Security threats and risk in software projects. However as the 

literature was sparse in comparison to more broader discussion of Agility and Information 

Security, a background survey also took place. 
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6 Method 

6.1 Research Design 

Timescale 

The study took place Between November 2018 and March 2019, this included a background 

survey to identify key trends in Information Security, and the sector’s willingness to explore 

Agile methods to reduce the analysis and documentation burden.  The action research phase 

included three linked Plan, Act, Observe, Reflect cycles to experiment with and explore a 

practical application of some of the techniques identified during the literature review. 

Participants 

Action Research Participants were selected from the IT Services function of the College, 

involving colleagues from all three IT Teams:  

• IT Systems. 

Responsible for the development and maintenance of a large volume of in-house 

Information Systems, core databases and third party solutions. 

• IT Infrastructure. 

Manage and maintain the College’s IT infrastructure, including virtualized server 

platform, storage area network, end-user PCs, classroom AV and campus networking. 

• Service Desk. 

The first point of contact for Staff, Students, Parents and Third Parties in relation to 

any IT, Facilities or MI queries along with the initial triage of Data Protection queries 

and campus Security requests (CCTV). 

Each of the teams has a core responsibility to ensure the Confidentiality, Integrity and 

Availability of all IT solutions and equipment. 

Resources 

Throughout the three cycles a number of techniques created artefacts that were stored and 

developed utilising two electronic tools Atlassian Jira [106] (Project/Story Management) and 
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Atlassian Confluence [106] (Document Management). Though these artefacts could be 

represented and worked on paper, these electronic methods aligned with the team’s current 

workflow and preferences. 

The main exception to this rule was the use of a whiteboard  and markers to create the Rich 

Picture, this is cited [107] as the preferred method due to the ease of modification and lack 

of formal structure versus a computerised drawing. 

Permissions 

The study required the participation of a number of colleagues, their permission was sought 

at the outset, and reconfirmed during each cycle. A number of items within the College’s 

overarching Information Security Risk Assessment (created in conjunction with this study) are 

of a commercially sensitive nature, those items featured in this study do so after agreement 

with the College’s Senior Leadership Team. 

6.2 Research Methodology 

Why Action Research? 

Action Research is cited as a suitably rigorous method for carrying out studies within 

Information Systems [102] and for research into Agile methods and techniques [108], [109]. 

With its roots in Educational Research [103], Action Research is carried out by practitioners 

measuring the outcome of changes to their practice rather than observation as with a Case 

Study [102]. 

This study involves the deployment of a number of new techniques, and requires that the 

team are observed and that actions and outcomes are documented. Potentially these changes 

will occur incrementally and Plan, Act, Observe, Reflect cycle [103], supports this akin to an 

iterative Agile approach. It is also reminiscent of the ISO27000 series Plan, Do, Check, Act 

cycle. 
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Validity 

Though sometimes criticised [101] as lacking in rigour, Action Research when combined with 

sufficient control is to be considered an Empirical Research method [101]. Adherence to the 

Plan, Do, Check, Act cycle allows for repeatability and Scientific Rigour [103]. 

Monitoring of Actions and Learning  

A variety of approaches to monitor the actions of the various participants, and my own 

learning are to be used. These range from simple observations, surveys and to the monitoring 

of Incident tickets as the project moves forward. Notes will be kept concerning progress, and 

possible future improvements. 

6.3 Research Ethics 

In line with the findings of a recent report [110] considering ethics in Information Security 

projects, the outline of the proceeding Ethics Statement follows that of the Menlo Report 

[111]. In line with this report, relevant Research Stakeholders have also been identified. 

Ethics Statement 

Respect for Persons 

A variety of types of data will be recorded throughout the study, this will vary from data of 

commercial value or sensitivity, through to personally identifiable information (PII). The 

principles of informed consent, will be adhered to.  

The study requires the participation of a number of colleagues within the College, and they 

will be furnished with a short summary of the reasons for their participation (Appendix 4 – 

Participation Statement). Colleagues should be in a position to consent to participate, and will 

be free to withdraw from the study at any stage. 

An initial survey to identify the overall posture of the Further Education Sector as far as 

Information Security and Agility will take place. This survey shall be anonymous in order that 
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respondents do not compromise their organisation should they disclose an exploitable 

vulnerability or a weakness in management and leadership. 

Beneficence 

This study aims to be of benefit to the Further Education community, along with practitioners 

and researchers of both Agility and Information Security. That withstanding, given the nature 

of Information Security there remains a minimal risk that harm may be inadvertently caused 

to participating colleagues and organisations. This could be in the form of commercial or 

financial harm should a vulnerability disclosed and documented in this study be exploited.  

To that end, this report features only discussion of common vulnerabilities and in all cases 

only generalised descriptions. 

Before the inclusion of corporate/commercial information, permission from the College’s 

Senior Leadership team was be sought. 

Fairness 

All participants, whether those from the initial wider survey or direct participants during the 

project will have access to completed analysis and outputs. 

Respect for Law & Public Interest 

The principles of Data Protection, and compliance with current Data Protection legislation 

shall be adhered to at all times.  

This research study aims to be of high quality and will be documented in order that its findings 

can be reproduced. Risks will be considered and mitigated at all stages. 

At no stage will the study require the breaching of any third party network or system, however 

detailed threats and vulnerabilities documented may be exploited by those of a criminal 

nature.  
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Research Stakeholders 

Primary Stakeholders 

In terms of this research study, the Primary Stakeholders are the end-users of IT Systems 

within the College. This includes Staff, Students, Parents (& Guardians) and the Governing 

Body. 

Secondary Stakeholders 

Secondary Stakeholders take the form of a number of suppliers to and partners of the College: 

• Internet Provider – JISC Ltd 

• Student Records System Supplier – Unit 4 

• HR System Supplier – Jane HR 

• Finance System Supplier – Advanced  

• Education and Skills Funding Agency 

• Ofsted 

• Department for Education 

• Association of Colleges 

• Other Further Education Providers 

Key Stakeholders 

Key to the project were a number of internal colleagues within the IT Services function, 

alongside members of the Senior Leadership Team. 

A number of negative stakeholder groups such as external malicious actors, the authors of 

malware and current staff/students with maligned intent are also included within this 

category. 
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7 Sector Survey 

In order to support the action research study, a preliminary survey was created and shared 

amongst IT professionals within the Further Education sector. 

7.1 Objectives 

The intention of the survey was to assess the level of preparedness and the attitudes towards 

Information Security, and Agility of  Further Education organisations. The format and 

questions aligned with that of previous works [11]. In particular the survey focussed on the 

following areas: 

• What level of staffing is provided to oversee or carry out the organisation’s 

Information Security function. 

• Which types of compliance or certification does the organisation believe is necessary 

and appropriate for the sector. 

• How does the organisation rate the importance of a number of standard Cyber 

Security practices.  

• To what extent does the organisation believe a number of common Cyber Security 

Risks may impact them. 

• Does the organisation have experience with the use of Agile Techniques and Methods 

and would the organisation consider utilising these tools or methods when 

considering their Information Security Risk Assessments. 

7.2 Survey Methodology 

Participants 

As with previous work [112] the potential respondents are members of the JISC College 

Management Information Systems group and additionally the JISC Security group. Both  

groups receive approximately 20 topics or topic responses each day and the members are 

IT/IS professionals within the Further Education sector (JISC CMIS) and Cyber Security 

Professionals across education (JISC Security). 
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Design 

Response Capture 

The survey was emailed to all members of both groups (Appendix 1 – Email to JISC CMIS and 

UK Security Groups), the email contained a link to a Google Form which facilitated the data 

capture into a spreadsheet format. 

Questioning 

Five major sections form the survey, the first of those is used as a sanity check that 

respondents are reporting to be from a Further Education organisation. The second section 

looks at Staffing and Policies within the organisation. This section aims to identify the 

structures and certifications present to support the organisations Information Security aims. 

Understanding the importance of Cyber Security and the organisations approach is the focus 

of the third section. Likert [113] style questions (e.g. 1 Not Important to 5 Vitally Important) 

are utilised in this and two following sections  The fourth section then assesses the level of a 

number of common Cyber Security Risks to the organisation.  

The fifth and final section queries the organisations utilisation of Agile Methods & Techniques 

and their maturity level. The organisations willingness to employ Agile approaches is probed 

with a final, simple Yes/No question. 

The questions utilised can be found in Appendix 2. 

7.3 Results 

Responses 

Overall 27 responses were received, of this number four reported representing organisations 

outside of the Further Education sector: A single training provider, and three Higher Education 

Institutions. These four records were duly rejected, and removed from the analysed data. 

The 23 remaining responses represent just over 1/8th of the General Further Education 

Colleges in England (n=23, f=13.07%) [114]. This may mean that the sample and results are 

not representative of the full population [115]. 
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Staffing and Certification 

Over 80% of respondents report that their institution does not have a dedicated Cyber 

Security resource (n=19,f=82.61%).  Worryingly over a third have no identified resource at all 

(n=8,f=34.78%). Figure 6 further highlights the distribution of roles across respondents. 

 

Figure 11 - Resourcing 

 

Nearly 40% of respondents had no plans to complete any of the three major Cyber Security 

certifications (n=9,f=39.13%). The most popular of all of the schemes was Cyber Essentials 

with over 60% Considering or having Achieved certification against the standard 

(n=14,f=60.87%). Conversely full ISO27001 certification is out of scope for over three-quarters 

of organisations (n=18,f=78.26%). Figure 7 provides further data regarding plans. 
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Figure 12 - Cyber Security Certifications 

 

Policies & Risks Assessment 

Nearly two thirds of respondents reported that their organisation has developed a specific 

Information Security policy  (n=15,f=65.22%) (Figure 8). 

 
Figure 13 - Information Security Policies 

 

However only slightly over one third (n=8,f=34.78%) (Figure 9) of organisations had carried 

out an Information Security Risk Assessment. 
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Figure 14 – Information Security Risk Assessments 

 

Importance of Cyber Security 

The majority of respondents (n=15,f=65.22%) reported placing a High (4) or Vital (5) level of 

importance on Cyber Security as a whole, the average being a High level of Importance 

(Mdn=4,n=7,f=30.43%).  

Figure 10 highlights further the Importance of various Cyber Security Techniques and 

Mitigations.  

 
Figure 15 – Importance of Cyber Security. 
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Over half of all respondents (n=12,f=52.17%) prioritised Cyber Security Training for staff 

(Mdn=4,n=8,f=34.78%). Slightly less than half (n=10,f=43.48%) place a High or Vital level of 

Importance on Cyber Security Training for Students (Mdn=3,n=4,f=17.39%). 

Less than a fifth (n=4,f=17.39%) of respondents reported placing a High or Vital level of 

importance on Cyber Security Certifications (Mdn=2,n=7,f=30.43%). Similarly only a quarter 

(n=6,f=26.09%) place a High or Vital level of Importance upon completing Information 

Security Risk Assessments (Mdn=3,n=6,f=26.09%). 

Regular Penetration Testing is given a High or Vital level of importance from just over one 

third of respondents (n=8,f=34.78%), (Mdn=3,n=4,f=17.39%). 

Risks 

Figure 11 displays the results of questioning regarding the Risk the organisation considers a 

number of common Cyber Security Threats.  

A Lack of Awareness features as a High (4) or Imminent (5) Risk for the highest number, over 

two thirds of organisations (n=16,f=69.57%), (Mdn=4,n=13,f=56.52%). 

The threat from Phishing and Social Engineering attempts ranked second with over half of all 

respondents (n=13,f=56.52%) considering this a High or Imminent Risk 

(Mdn=4,n=9,f=39.13%). 

 
Figure 16 – Cyber Security Risks. 
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The threat of an External Hacker is only considered a High or Imminent Risk for less than 40% 

of all organisations (n=9,f=39.13%) (Mdn=3,n=10,f=43.48%). Similar figures are reported for 

Denial of Service type threats (n=8,f=34.78%) (Mdn=3,n=9,f=39.13%) based upon them being 

High or Imminent Risks. 

Malware or Viruses were only considered a High or Imminent risk by approximately 40% of 

respondents (n=9,f=39.13%) (Mdn=3,n=9,f=39.13%). 

Insider threats in the guise of Staff (n=7,f=30.43%),(Mdn=3,n=9,f=39.13%) and Students 

(n=8,f=34.78%), (Mdn=3,n=12,f=52.17%) are considered as less likely to be High or Imminent 

Risks. 

Agility 

Less than 20% of organisations (n=4,f=17.39%). report utilising Agile Methods & Techniques 

with a High (4 or 5) rating (Mdn=2,n=4,f=17.39%). Figure 12 shows the spread of values for 

this question. 

 
Figure 17 – Usage of Agile Methods & Techniques. 

 

Again, the level of experience with Agile Methods and Techniques is only reported as high for 

less than 20%  (n=4,f=17.39%) of organisations (Mdn=2,n=7,f=30.43%).  
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Figure 18 – Agile Maturity. 

 

 
Figure 19 – Willingness to Utilise Agile Methods for Information Security Risk Documentation. 

 

Figure 14 shows that more than half of organisations (n=13,f=56.52%) would consider utilsiing 

Agile Methods when documenting Information Security Risk. 

A score based upon the organisations rating for their Experience of Agility and their Utilisation 

of Agile was computed by simple addition. A histogram (Figure 15) of these values mapped 

for both the group willing to use Agile Methods and for the group who would not wish to 

utilise Agile Methods.  
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Figure 20 - Calculated Agility Scores vs Willingness to Use Agile Methods for Information Security Risk 

 

A Mann-Whitney [116] test showed no statistical significance between the group who 

reportedly would consider using Agile Methods to Information Security vs those who would 

not (U=50.5,p=0.3843). 

7.4 Survey Discussion 

A recent study [11] revealed that only 2% of Further Education organisations have dedicated 

Cyber Security posts, somewhat less than results found in this study (n=4,f=17.39%). As a 

contrast the figure amongst Higher Education institutions is markedly higher at 65% [11]. 

Interestingly the same parallels can be seen when HE (circa £140,000+) vs FE (circa £18,000) 

[11] mean Cyber Security Budgets are considered. This raises the question as to whether 

funding levels for Cyber Security within the Further Education sector are adequate. 

Three quarters of organisations [3] senior managers say that Cyber Security is a priority, our 

respondents reported a similar outlook (n=15,f=65.22%) rating overall Cyber Security priority 

as being of High or Vital Importance.  

As we look to Cyber Security Certifications we see that an equivalent number (n=14,f=60.87%) 

of respondents reported having achieved or considering Cyber Essentials Certification than in 

other studies (60%) [11]. Lower figures (n=7,f=30.43%) are seen when looking at Cyber 

Essentials Plus Certification as in the recent JISC study (45%) [11]. The JISC study reported that 
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only 22% of FE organisations were considering full ISO27001 Certification and this aligns with 

these findings (n=5, f=21.74%). 

A government funded study [3] showed that 32% of organisations have documented their 

Cyber Security Risks, alignment can be seen with respondents in this study (n=8,f=34.78%). 

The same study reported that 33% of organisations have a formal policy covering Cyber 

Security, approximately half the proportion of survey respondents (n=15,f=65.22%).  

Previous reports showed 88% of Further Education organisations utilise Penetration Testing 

[11] though in these findings only slightly over a third of respondents rated it of High or Vital 

Importance (n=8,f=34.78%). 

Respondents reported above half of all organisations consider Cyber Security Training for 

Staff (n=12, f=52.17%) of High or Vital Importance. We can see from the JISC Study that 55% 

[11]of FE Colleges confirmed that Staff Training was mandatory. A similar story is repeated 

for Student training 31% [11]. These figures exceed those shown across all businesses (30%) 

in a government funded study [3]. 

When considering the threats faced to organisations within the FE sector, the standout threat 

came from that of Lack of Awareness (n=13,f=69.57%), the JISC Study [11] also ranked this as 

the greatest Threat. A government funded study [3] highlighted Ransomware as the biggest 

Threat though 72% of breaches reported by their respondents concerned Phishing emails. 

Further analysis of these Top 5 threats [11] can be found in Table 1. 

 

Threat Rank in JISC Study Breaches Ranked in 
Government Study 

Results Rank 

Lack of Awareness 1 N/A 69.57% 1 

Phishing/Social 
Engineering 

3 1 & 3 56.52% 2 

Ransomware/Malware 2 4 & 2 39.13% 3= 

External Attack 4 5 & 6 39.13% 3= 

Denial of Service 5 7 34.78% 4 

Table 4 – Ranking of Threats (JISC vs Government vs Survey Respondents). 
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Previous research has shown that less than a quarter (n=7, f=23.33%) [112] of all 

organisations within Further Education have adopted Agile. This correlates with the results of 

this survey for  High (4+) levels of Utilisation (n=4,f=17.39%) and Experience (n=4,f=17.39%).  

The lack of any statistical significance between the group who would consider the use of Agile 

Methods and their counterparts could be interpreted as there being an openness to consider 

new techniques across all organisations in the sector. 

7.5 Survey Conclusions 

It appears from the survey results, that there is alignment across the sector regarding 

perceived Threats and prioritised Mitigations. A positive response (n=13,f=56.52%) is also 

seen from Colleges who would consider the use of Agile Methods to document Information 

Security Risk.  

Though set against a background of unusually low levels of Agile Adoption (<25%) [112], given 

the low proportion who have carried out such a Risk Assessment (n=8,f=34.78%), there is a 

compelling argument that experimenting in this area could provide a positive impact.  
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8 Action Research - Data Gathering  

Throughout the study, a number of techniques were used to gather and analyse data. At the 

outset of the study, a survey was utilised to gauge the team’s attitudes towards the 

effectiveness of current Information Security Risk Analysis methods. Following each cycle, the 

same question set was again deployed in order to document perceived improvements. 

Notes were taken during each phase following observation of the team, and of the various 

outputs. 

8.1 Prior to Improvements 

Presently nearly 1 in 200 incidents reported to the College’s Service Desk relate to some form 

of Information Security Incident. Of those 40% relate to instances where data may have been 

exfiltrated or corrupted. 

Confidentiality Integrity Availability Total Total Incidents 

3 1 6 10  1997 

Table 5 - Incident Statistics (Inc Info. Sec.) 

 

8.2 Outset & Post Cycle Team Surveys 

At the outset of the project, and following each Cycle of improvement, a simple survey was 

sent to participants. The aim of the questions are to gauge the impact of the changes 

proposed during each cycle in order to track improvement and understanding. 

The questions posed remained the same across each Cycle to ensure that the results are 

comparable. An example of the survey, which was delivered via Google Forms can be found 

in Appendix 5 – Team Survey. 

The short survey first identifies the Cycle and the Team the respondent reports to be from. 

Following which a set of Likert [113] type questions are featured: 
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1. It is easy to Identify Security Requirements 
2. It is easy to Prioritise Security Requirements 
3. Security Requirements can be Modelled easily 
4. Agile tools are effective for Identifying, Prioritising and 

Modelling Security Requirements 
5. My team are able to attend to Security Requirements. 

Figure 21 - Likert Style Questions from the Team Survey 

 

A short comment was also permitted to be recorded by each participant, however this 

remained optional. 

Following each phase, the perceived improvement was analysed by reviewing the survey 

responses. 
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9 Action Research - Cycles 

9.1 Prior to Cycles 

Prior to commencement of the initial cycle, the team were sent the first link to the survey.  

 
Figure 22 – Plot of Median Responses to Pre Project Questions 

 

The results highlight that the team appear to have little confidence that they are able to  carry 

out a number of processes in regards to Information Security. Specifically, it is clear to see 

also that the team have no experience in utilising Agile techniques and tools in order to  

Identify, Prioritise or Model Security Requirements. 

The  small number of text comments received, revealed that members of the team felt that 

at that moment, they were unprepared to incorporate Information Security concepts into 

their normal practices. One comment alluded to it adding additional burden, echoed with a 

comment related to the level of complexity as far as implementing ISO27001. A further 

message revealed was that due to the cost of external Penetration Testing, when it did take 

place the team felt caught out by the findings. 

These results could be interpreted as a basis on which to build, and to build utilising Agile 

techniques to keep the ‘burden’ light. 
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9.2 Initial Cycle 

Planning 

In line with [103] and based upon the overarching research questions, the issues to be 

explored in the first cycle have been documented. Each area for investigation has been 

allocated as a sub-question. 

Question Research Issue Research Question Proposed Value Options (Chosen *) 

RQ2.1 What threats 
does the college 
face.  

How do we identify 
the high level 
threats facing the 
college. 

Identification of High 
Level Information 
Security Threats. 

Rich Picture * 

Threat Analysis ISO27005 

Risk Assessment ISO27005 

RQ2.2 Who or where 
do these threats 
come from?  

How do we begin to 
explore the types of 
user we may face 
threats from and 
their motives. 

Consideration for the 
types of Miscreant 
Actor who may 
threaten the College. 

Background 
understanding of the 
motivations and 
threat level of these 
persons. 

Attacker Personas * 

Threat Analysis ISO27005 

 

Table 6 - Issues, Questions and Value for the First Cycle 
 

The chosen options for investigation in the first cycle are the use of a Rich Picture and Attacker 

Personas. These were selected over the more in-depth processes available in the ISO27000 

suite of standards due to their lightweight Agile approach.  

Rich Picture 

At the outset of the project, the team participated in a Facilitated Workshop in order to 

identify the high level cyber threats facing the College's infrastructure. Prior to the workshop 

an outline agenda had been shared (Appendix 6.1 – First Cycle, Rich Picture  of High Level 

Threats Workshop).The workshop began with an initial briefing on the theory behind the use 

of Rich Pictures. 

The threats are represented as part of a Rich Picture which also features an overview of the 

College's network, datacentres and power protection. 
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Figure 23 - Initial Threats Rich Picture 

Attacker Personas 

Prior to a second Facilitated Workshop (Appendix 6.2 – First Cycle, Attacker Persona 

Workshop), the team were all sent a link to an online training video which briefly covers the 

creation of traditional Personas in an Agile environment [117]. The aim was to ensure that 

during the workshop all attendees would have some form of background knowledge 

regarding Personas. 

At the outset of the workshop, the team re-visited the Rich Picture which had been previously 

created to review some of the classes of threat which had been identified. The team were 

then divided into pairs and assigned an archetypal Miscreant actor as listed below. 

1. Lazy Student 

2. Botnet Farmer 

3. Malicious Student 

4. Insider Threat (Staff) 

5. Social Engineer 
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Figure 24 - Miscreant Types 
 

Following this the teams started to define their Attacker Personas using pencil & paper. (An 

example of an initial paper Attacker Persona can be found below). The small groups quickly 

started to share their ideas with others, and engaged in lively debate about the motivations 

and threats posed by these initial Miscreants.  

 
Figure 25 - Attacker Persona (Paper) 

 

Traditionally during the Persona creation, participation with end users is encouraged in order 

that the Personas may take on their characteristics and needs [59]. Given the nature of our 

Miscreant users however, this wasn’t possible and thus it could be argued the Personas may 

be left lacking. Nonetheless, feedback received from the team leads us to believe that this 

was again an worthwhile task. 
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Late on in the session, a suggestion was made to create a new template in the Jira system to 

host the Personas. The justification being that then the Personas can be linked to other Jira 

issue types, such as User Stories. 

 
Figure 26 - Attacker Persona (Electronic) 

 

One of the key observations made is that the teams attention often becomes focused on 

utilising the tool rather than on collaborating to create artefacts. However this was 

counteracted by encouraging discussion and creation using the basic paper templates prior 

to input. 

Post Cycle Review & Retrospective 

Following the first cycle, the team were sent a second copy of the survey questions used 

previously including a general comments section. In line with Agile practices a Retrospective 

[45], [47] meeting also took place and feedback in the College’s preferred form “What Went 

Well” and “Even Better If” [118] was captured. The resultant analysis highlights that that the 
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team found benefit from the activities which took place. Equally a number of good ideas were 

also put forward by the team for future consideration. 

What Went Well Even Better If 

Personas, really useful to get into the mind of the 
Attacker.  

We should use Personas for representing a deeper 
look on our users too. 

Personas. Struggled to see the benefit of the picture. I don’t 
feel that it would be easy to translate into a 
specification. 

Rich Picture. Tool useful for drawing anything, not a 
fixed format like some other diagrams. 

Can we have more workshops to discuss security. 

Both seem to be good tools. Do more! 

Good opportunity to engage with colleagues from 
other teams and bring different perspectives into 
play. 

I didn’t feel these two ideas would fully cover all of 
the Cyber Risks the College faces. 

Table 7 - Cycle 1 WWW & EBI. 
 

Specifically, as had been observed by their interaction the Infrastructure team reported that 

the use of a Rich Picture enhanced their understanding of the threats facing the College. 

“Drawing things out is better than spending lots of time writing 

complicated risk assessments.”  

(IT INFRASTRUCTURE TEAM MEMBER) 

“The Rich Picture made a lot of sense, my team who already use a lot of 

diagrams were able to think about our environment and then add to that 

areas where we may be weak or where we might get attacked.” 

 (IT INFRASTRUCTURE TEAM MEMBER) 

Speculation as to why the Rich picture technique worked better with Infrastructure team than 

had previously worked with Systems team revolves around the way the team normally use 

diagramming. The Infrastructure team often utilise less formal diagrams to describe changes 

to network configurations, services to be deployed and for other major changes. Conversely 

the Systems teams preference can lay toward formal diagramming e.g. Entity Relationships, 

Class Diagrams, Data Flows. 
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Looking at the scoring, the most notable increase can be seen when looking at the score for 

the use of Agile Tools (See Below), originally indicating that the team were sceptical or lacking 

in knowledge (Cycle 0 - Mdn=0,n=7,f=88.89%) the median score in this area rose by three 

points (Cycle 1 -Mdn=3,n=7,f=55.56%).  

 
Figure 27 - Plot of Median Responses to Post Cycle 1 Questions 

 

Other areas of feedback relate to the use of Personas, one respondent commented that they 

felt that their use makes more sense for traditional users, this correlated with feedback in the 

Even Better If section. A further comment received highlighted a point of improvement for a 

future cycle, relating to prioritising which threats or risks to mitigate or defend against. 

Using the model defined by [103], the outcomes of the first cycle have been documented. 

Furthermore, a number of opportunities to explore in future cycles were identified. 
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Question Research Issue Research Question Chosen Option Evidence Follow Up 

RQ2.1 What threats 
does the 
college face.  

How do we identify 
the high level 
threats facing the 
college. 

Rich Picture  

 

Positive survey 
scores. 

Positive 
observations of 
the 
Infrastructure 
Team. 

Completed Rich 
Picture. 

Consider 
further why the 
Systems team 
do not find use 
in the Rich 
Picture 
method. 

Explore how 
the systems 
team could use 
Agile Methods 
in their 
developments 
in order to 
consider 
Threats and 
Risk. 

RQ2.2 Who or where 
do these 
threats come 
from?  

How do we begin to 
explore the types of 
user we may face 
threats from and 
their motives. 

Attacker 
Personas 

 

Positive survey 
scores. 

Positive 
observations. 

Completed 
Attacker 
Personas. 

New Persona 
Issue type in Jira 
instance. 

Utilise 
Personas for 
other projects 
e.g. in 
Developments. 

Explore 
methods for 
Prioritising 
Risks 
mitigations. 

Table 8 - Outcomes of the First Cycle 

 

9.3 Second Cycle 

Planning 

Following the outcome of the first cycle, two ideas for further improvements were identified 

and considered. Again alignment with the overarching research questions was made and a 

single sub-question has been proposed for experimentation and analysis.  
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Question Research Issue Research Question Proposed Value Options (Chosen *) 

RQ1.1 The Systems 
team need to be 
able to 
document 
security risks 
and threats on a 
software 
project.  

How do we identify 
the risks and threats 
to a particular 
software system in 
development. 

The development of 
methods for analysing 
the threats and risk 
relating to a specific 
system. 

Use Case Diagram * 

User Stories * 

Threat Analysis 
ISO27005. 

Risk Assessment 
ISO27005. 

ISO27002 14.1 
Security 
requirements of 
information 
systems. 

ISO27002 14.2 
Security in 
development and 
support processes. 

Table 9  - Issues, Questions and Value for the Second Cycle 
 

In light of the perceived success relating to the application of a Rich Picture and Personas, 

further Agile techniques were selected for the second cycle. These include both an 

investigation of Use Case Diagrams and User Stories in their negative forms Abuse Cases, 

Abuser Stories. 

Participants for the second cycle were narrowed, and included the Systems team, and the 

Infrastructure and Service Desk team leaders. This approach was chosen in order to 

concentrate the work on a particular system in development utilising the expertise of other 

senior colleagues at a high level. 

At the outset of this Cycle, the team had already begun to carry out a high level analysis ahead 

of the first sprint on a new project. The project involves an overhaul of the College’s 

online/cashless payment platform dubbed RunshawPay.  

Abuse Case Diagram 

As with the previous Cycle, the experiment was performed within the confines of a Facilitated 

Workshop (Appendix 6.3 – Second Cycle, Abuse Case Workshop). Prior to this session, the 

existing Use Case diagram was shared with the participants along with a paper covering Abuse 

Cases [66]. 
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During the workshop, the team, with reference to the Attacker Personas created during the 

previous cycle selected a number of new Mis-Actors. The process followed the outline 

proposed in the paper [67], for each of the traditional Use Cases a discussion took place 

surrounding what miss-use may look like and relevant Abuse Cases were added to the 

diagram. 

The team took the decision that these Abuse Cases and Mis-Actors would be represented in 

Red as opposed to intended Use Cases and Actors in Green to further highlight the 

differences. 

 
Figure 28 - Abuse Cases and Mis-Actors added to a Use Case Diagram 

 

Previous to this activity taking place, the team had only briefly considered security 

requirements when considering constraints against traditional Use Cases and User Stories.  

During the observation of this session, it was noted that the Systems team appeared more 

comfortable with this type of diagramming probably attributed to their existing processes 

adopting Use Case Diagrams. 
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Abuser Stories 

The latter portion of the project’s first Story Writing Workshop was reserved in order for the 

team to focus on Abuser Stories. Previous to the session the team had elicited a number of 

high level epics (below) and User Stories during discussion with key stakeholders. 

Summary Description 

Rewards Processing As the Catering Manager, I want to operate a reward 
scheme to encourage the use of the cashless payments. 

Voucher Issue As the Finance Director, I want teams to be able to 
issue vouchers for specific purposes so that students 
can use them to pay. 

Top Up RunshawPay As the Catering Manager, I'd like everyone to pay using 
Runshaw Pay so that there is No Delay! 

Table 10 - Epics in the RunshawPay Project 
 

At the outset of the session, the team were shown a video to set the scene and help to focus 

on the approach [119], previous to this two papers’ had also been shared [74], [78]. 

What became immediately clear during the session is just how difficult the stories are to 

write, one of the team members commented that: 

 “these seem impossible to write because we don’t have a customer to 

bounce the idea off.” 

However with that said, the team were able to identify and discuss a number of Abuser Stories 

linked to the original epics. These for the most part aligned with the Abuse Cases identified in 

the previous Cycle. 
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Abuser Story 

As a Hacktivist, I want to overwhelm the RunshawPay app with traffic so that students 
aren't able to top up in and the ensuing chaos will cause reputational damage. 

As a hacker, I want to take over the RunshawPay topup system and convince users to top-
up via my fraudulent solution in order to steal their money. 

As a hacker, I want to acquire RunshawPay users details so that I can steal money via a 
bitcoin Phishing campaign. 

As a Malicious Student, I want to be able to allocate myself Free College Meals status so 
that I can have free Chicken Wraps at lunch. 

As a Malicious Student, I want to be able to issue vouchers so that I can attend trips and 
get products without paying. 

As a malicious Student, I want to interfere with the rewards process so that I can acquire 
free credit to use on Runshaw Cookies and Chicken Wraps 

As a hacker, I want to intercept Credit Card information so that I can use the details to 
make transactions and profit. 

As a Malicious Student, I want to modify my RunshawPay balance so that I can get 
Runshaw Cookies and Chicken Wraps without paying. 

Table 11 - Abuser Stories 

As is common for the team, as each story was discussed it was then input into the Project’s 

management system (Jira Software) and assigned to the relevant epic (below). 
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Figure 29 - Abuser Stories in the Jira Project 

 

The project’s Agile Board within Jira Software was updated to include on of the Abuser Stories 

in the first iteration (below). 

 

Figure 30 - Abuser Stories on the Project Kanban Board 
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Post Cycle Review & Retrospective 

A retrospective discussion, and retrospective survey both took place at the end of the second 

cycle as had occurred during the first cycle. 

 

 
Figure 31 - Post Cycle 2 Scores 

 

 These both showed that the team valued the approaches, and that confidence in the use of 

Agile methods also increased (Mdn=4,n=3,f=60%). 

What Went Well (Post Cycles Only) Even Better If (Post Cycles Only) 

Capturing ideas using the diagram. Somehow get a better grip on what 
the negative users may do. 

We already use the use case diagram and 
user stories so these additional types are 
easy to fit into our existing process. 

It's not as easy to do Abuser Stories 
because there is no customer to 
talk with. 

Table 12 - WWW & EBI From Cycle 2 
 

Of the few items of ‘Even Better If’, again a resurgent theme from the session appeared. The 

team showed concern that without customers (the negative customers) it’s difficult to elicit 

the Abuser Stories. The team enjoy a very positive working relationship with our customer 

base and User Story workshops generally result in lots of collaboration and the creation of 

detailed stories. 
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In a private email following the session, a request was also sent asking whether it was possible 

to call the Abuser Stories something else. Their reasoning was that given our educational 

context, and the work of colleagues in the Safeguarding team the title may give rise to concern 

and confusion. 

The lowest scoring area of the survey in this cycle related to the ability to prioritise 

Information Security Risk, and this was chosen to be the subject of the third and final Cycle. 

The cycle outcome grid was completed (below). 

Question Research Issue Research 
Question 

Chosen Option Evidence Follow Up 

RQ1.1 The Systems 
team need to 
be able to 
document 
security risks 
and threats on 
a software 
project.  

How do we 
identify the risks 
and threats to a 
particular 
software system 
in development. 

Abuse Case 
Diagram 

Abuser Stories 

 

Positive survey 
scores. 

Positive 
observations of 
the Systems 
Team. 

Completed 
Abuse Case 
Diagram. 

Abuser Stories 
and Epics. 

Consider new 
title. 

Work out how 
to increase 
comfort with 
prioritisation. 

Further work to 
help with 
identification 
due to lack of 
‘Customer’ for 
collaboration. 

Table 13 - Outcomes of the Second Cycle 
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Cycle 2 – Post Script 

Of some interest, early in the development of the first sprint for the project the team have 
begun to identify additional Abuser Story scenarios, and these are being actively added to the 
backlog and worked. 

 
Figure 32 - Additional Abuser Story 
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9.4 Final Cycle 

Planning 

Following the second Cycle, it became clear that in order to fully appreciate the Threats and 

Risks facing the College that time must be set aside to carry out a comprehensive Risk 

Assessment, and to begin to devise a Risk Mitigation Plan. 

With that in mind, and keeping the theme of utilising Agile methods and tools where available 

and relevant, the idea that once Risks have been identified, and assessed that they should be 

prioritised in a similar fashion to the team’s User Stories was discussed. 

Question Research Issue Research Question Proposed Value Options (Chosen *) 

RQ2.3 The team need 
to be able to 
efficiently carry 
out an 
Information 
Security Risk 
Assessment, and 
prioritise 
mitigations. 

How do we assess 
the risks and threats 
and prioritise 
mitigations. 

The development of 
methods assessing 
and prioritising risk. 

Risk Assessment 
ISO27005. 

Moscow 
Prioritisation. 

Table 14  - Issues, Questions and Value for the Third Cycle 
 

As with the second Cycle, a single sub-question has been posed and will be investigated. A 

the heart of any Information Security Management System is a comprehensive Risk 

Assessment and Risk Management Regime [13], [16], [88], [97]. 
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Risk Assessment 

Risk Management Policy 

Prior to the outset of this study, the College had no formal method for documenting 

Information Security Risk, an overall Risk Management policy however did exist. This policy 

[120] set the bar for the College’s risk tolerance at LOW. Any risk seen to exceed this level is 

therefore required to be mitigated. 

As we saw earlier,  the accepted method of calculating the level of risk involves a simple 

calculation: 

Risk= Likelihood * Impact 

Figure 33 - Risk Measurement Calculation. 
 

The categorisation of both factors, Likelihood and Impact had already been identified in the 

overarching Risk Management Policy. 

Impact Likelihood 

1 - Negligible 

2 - Minor / Localized  

3 - Moderate / Limited 

4 - Significant / Large  

5 - Extensive / Widespread 

1 - Improbable – No instances within a 3-year time period. 

2 - Unlikely -  No instances within a 2-year time period. 

3 - Likely - Occasional occurrence. 

4 - Very Likely - Frequent occurrence. 

5 - Almost Certain – Multiple occurrences per year. 

Figure 34 - Impact & Likelihood Scores 

 

The computation of these factors then results in the identification of the score for a particular 

risk, this can be charted using the matrix below: 
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 Likelihood / Probability 

Im
p

ac
t 

/ 
Se

ve
ri

ty
 

 1 

Improbable 

2 

Unlikely 

3 

Likely 

4 

Very Likely 

5 

Almost 

Certain 

 

1  

Negligible 

 

1 2 3 4 5 

 

2 

Slight 

 

2 4 6 8 10 

 

3 

Moderate 

 

3 6 9 12 15 

 

4 

High 

 

4 8 12 16 20 

 

5 

Very High 

 

5 10 15 20 25 

Figure 35 - Risk Impact / Severity Matrix 
 

The high level Risk Management Policy, also then defines those risk levels for which mitigation 

must be completed. That is any item that exceeds a score of 4, thus taking it into the MEDIUM 

risk category. 

After some discussion, it was decided that an appropriate method of categorising the 

required activities should follow the MoSCoW [47] prioritisation method. This is also the 

suggestion of [121].  

HIGH risks will be instantly assigned to the “Must Treat” category, and those risks identified 

as MEDIUM to the “Should Treat” category. 
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Risk Score MoSCoW 

HIGH 10-25 Must Treat 

MEDIUM 5-9 Should Treat 

LOW 3-4 Could Treat 

1-2 Won’t Treat (At First) 

Figure 36 - MoSCoW Prioritisation for Risk 
 

As can be seen from the figure above, the LOW risk level has been split into two, taking the 

line that the lowest of those risks fits most aptly into the “Won’t Treat (At First)” category. 

Those risks in the higher division of LOW will be prioritized as “Could Treat”. 

A number of treatment actions in line with the College’s overarching Risk Management Policy 

have also been defined. Their alignment to the ISO27000 [13] series has also been 

documented. 

Treatment Action Treatment Action 

(from ISO27005) 

Description  

(from ISO27005) 

Avoid Avoidance The activity or condition that gives rise to 

the particular risk should be avoided. 

Transfer Sharing The risk should be shared with another 

party that can most effectively manage 

the particular risk 

depending on risk evaluation. 

Mitigate Modification The level of risk should be managed by 

introducing, removing or altering controls 

so that the residual 

risk can be reassessed as being acceptable 

Accept Retention The decision on retaining the risk without 

further action should be taken depending 

on risk evaluation. 
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Table 15 - Risk Treatment Options 

 

The use of these various Risk Treatment Options will always depend on both the College’s 

priorities, and financial situation as well as technical feasibilities and relevant standards. 

In order to carry out the Risk Assessment process effectively, discussion also led the team to 

align the roles and responsibilities with ITIL’s RACI [122] model. This model sets out those 

who are Responsible, Accountable, Consulted and Informed regarding any decision or 

element. 

Role Director of Finance IT Manager IT Team 

Leaders 

IT 

Team 

Data 

Protection 

Officer 

Step 

Risk 

Identification 

I A R C C 

Risk 

Acceptance 

Criteria 

A/R C I I I 

Analyse & 

Evaluate Risks 

I A R C C 

Select Controls C A R C C 

Obtain 

Residual Risk 

Approval 

A R I I I 

Monitor & 

Report 

C A R C C 

Regular Review C A R C C 

Table 16 - RACI Model for Information Security Risk Management/Assessment 
 

These various aspects have been combined to become the College’s Information Security Risk 

Management & Assessment Policy [123]. 
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Assets 

An important next phase for the team was to identify the Assets (and Services) which may be 

under threat, or may be made vulnerable. The team quickly decided that with the volume 

(100s) the best way forward was to assign priorities to both Assets and Services. 

The team’s Jira solution was updated to include the following priorities: 

 
Figure 37 - Asset & Service Priorities in Jira 

 

Once defined, the team then worked through the College’s Assets and Services assigning a 

priority in line with business requirements. The list has been circulated to the College’s Senior 

Management Team for ratification. 

The results of this high level prioritization can then be seen across the full Jira solution, where 

Assets and Services are displayed and linked together. 

 
Figure 38 - Service Record from Jira Showing Priorities and Linked Assets 

 

Additionally, the priority Icons can also be seen against individual Assets and Services. 
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Figure 39 - Service Portfolio with Priorities Added 

 

 

Figure 40 - Selection of Physical Assets with Priorities Added 

 

Once the Assets and Services had been prioritised, focus then moved to considering what 

types of threats may be present.  



The Life and Times of Miscreants, Attackers, Abusers, Misusers and Evil  Folk:  

An Action Research Study Focussing on Agile Methods to Manage Information Security Risk. 

 80 

Threats & Vulnerabilities 

Following the identification of Assets and Services with reference to the Rich Picture analysis 

from Cycle 1, the team then worked to identify possible threats to the Assets & Services. As 

with other artefacts these have been stored in the teams Information Security Management 

System in Jira. Each Threat has also been assigned to a category defined by combining and 

adapting two models [27], [28].  

 
Figure 41 - Sample of Threats stored in Jira 

 

Two additional categories which were also discussed as being relevant are Legal and Business, 

though at this stage no Threats have been assigned to them. The combination of the defined 

Services and Assets as well as the possible threats then leads to the documentation of Risks. 
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Analysing & Recording Risks 

As we saw previously, A Risk relates to the potential that a given threat, may exploit 

Vulnerabilities of an Asset and thereby cause harm to an organisation [13]. We can measure 

Risk using the formula we saw above. The method agreed is that the Risk will be measured 

prior to, and after any mitigations have been applied, and in addition, where the resultant 

risk is still in excess of the College’s Risk Tolerance (LOW) then it will be escalated to the Senior 

Management Team for sign-off and acceptance or for authorisation of additional mitigations. 

The team devised a new Issue type (Risk) and a data collection screen within the Jira solution, 

which allowed the definition and scoring of a risk, as well as consideration for mitigation 

options, and resultant risk. Three tabs were created, each to compartmentalise part of the 

Risk Analysis process. 

The first tab simply identifies which asset or service could be impacted by the Risk. Moving 

from there, the second tab concerns itself with analysing that risk, links are made to relevant 

threats and the Risk’s Impact and Likelihood are scored.  This second tab also has a calculated 

field to compute the Risk score, and Risk Level. 
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Figure 42 – Sample of Risks stored in Jira 
 

Based upon the results of the Risk Analysis, the Treatment Suggestion is automatically 

populated utilisiing the MoSCoW like options defined in the first part of this Cycle.  

The team are able to select applicable controls, from two defined lists, that of the ISO27002 

suggested controls, and the shorter control set for Cyber Essentials. This in turn will in the 

future allow for simple reporting against the control areas. 

Once a mitigation has been selected and implemented, the Residual Impact and Likelihood is 

input and a new Residual Risk and Residual Risk Level is calculated. 

A sample of the Risks which were defined during this Cycle can be seen below, a number of 

these Risks already had live mitigations which simply required documenting. Other Risks are 

new  and their migrations are pending review and approval.
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Figure 43 - Sample Risks defined in Jira
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Prioritising Mitigations 

The team also decided that having the relevant mitigations documented in their own separate 

record, will both allow for re-selection and for ease of reporting. These are linked directly in 

the Risk’s Treatment tab, and also have links to the controls this particular mitigation 

represents. 

 
Figure 44 -  Sample Mitigation from Jira 

 

Post Cycle Review & Retrospective 

As with the previous two cycles, a further discussion was arranged in order to gather feedback 

on this final cycle. Of note is that this final cycle resulted in the overall median score being 

bolstered at 4/5 (Mdn=4,n=4,f=80%). 

 
Figure 45 - Post Cycle 3 Scores 

 



The Life and Times of Miscreants, Attackers, Abusers, Misusers and Evil  Folk:  

An Action Research Study Focussing on Agile Methods to Manage Information Security Risk. 

 85 

We can see from the WWW/EBI analysis, that the team found these activities informative and 

powerful. As a group the team were able to take the College forward, from having no 

Information Security Risk assessment to one with an agreed structure, and detail 

What Went Well (Post Cycles Only) Even Better If (Post Cycles Only) 

Jira's flexibility means we can link these 
new types to existing things, so maybe 
we have a fault that develops and we 
can link it to the mitigation for that 
device. 

We need to spend more time 
considering the risks, we have a good 
method now, and the Moscow helps 
to decide what to sort out first. 

The tools from previous stages in the 
project helped speed up looking at 
threats for example. Before this work 
we had no clue about all the threats we 
might face but we are probably missing 
lots still. 

More time spent as a team looking at 
this kind of thing. I've enjoyed 
working with different people to look 
at this. 

Using tools like jira makes it easier to 
document, scoring and prioritising risks 
makes it easier to know what to do, the 
rest can be backlog. 

 

Table 17 - Post Cycle 3 WWW & EBI 
 

We can see that the Agile techniques explored in this Cycle were well received by the team 

and they perceived an improvement in our practices as a result. 
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10 Findings After Three Cycles 

By looking at the survey scores across all three cycles, and the pre-cycle survey we can see a 

growth in knowledge and confidence across all of the areas (Identifying Risks, Prioritising 

Mitigations, Modelling Security Requirements and Using Agile Tools). 

 
Table 18 - Graph Depicting Growth in Scores over the Cycles. 

 

This growth can be further identified in the overall Median Scores for each cycle, where we 

see improvement in both the score itself, and with the overall percentages. 

Pre Cycles (Mdn=2,n=2,f=40%) 

Cycle 1 (Mdn=3,n=2,f=40%) 

Cycle 2 (Mdn=4,n=3,f=60%) 

Cycle 3 (Mdn=4,n=4,f=80%) 

Table 19 - Overall Median Scores (Per Cycle) 
 

The majority of comments received were also positive (n=10,f=53.6%), highlighting a number 

of new areas of good practice that can be taken forward by the team. Of particular note, we 

see that the  Rich Picture, Personas and Abuse Case workshops gathered the larger proportion 
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of positive remarks.  Less favorable  at the  time of questioning was the use of Abuser Stories, 

though as identified later the team did begin to create, proritise and develop against new 

Abuser Stories as the project continued. 

This also aligns with scoring where we saw the largest improvement across the three cycles 

for the use of Agile Tools & Techniques (Mdn=+4). 

Unfortunately, due to time constraints the comparison of Information Security incident 

volumes  following the completion of these cycles is unavailable.
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11 Discussion 

The posture survey revealed that a low number (n=4,f=17.39%) of respondent organisations 

had dedicated Cyber/Information Security Posts. Just over a third (n=8,f=34.78%) as of that 

time had completed any formal Information Security Risk Assessment. That withstanding, we 

also see a strong proportion (n=15,f=65.22%) of organisations rating Cyber Security as being 

of High or Vital Importance.  

Combining these three components we can deduce that lightweight Methods of handling 

Security matters could be of interest to organisations. Survey respondents also showed 

alignment to this conclusion with the majority (n=13, f=56.52%) indicating a willingness to 

explore Agile methods to document and analyse Information Security Risk.  

A question posed earlier in this paper was that regarding Information Security, is ‘Just Good 

enough actually good enough?’. Ultimately, the answer to this will always have to be no, and 

we can base this assertion on the simple fact that the threat landscape is ever changing [11].  

We saw that demonstrated with the re-ordering of major threats between the survey results 

in this study and previous studies [3], [11]. Putting that thought aside however it is undeniable 

that the results of the exploration of Techniques in this study have brought about benefits. 

As of yet, no one Technique or Method is claiming absolution nor completeness [96], and 

some even argue that Agile methods themselves can result in the production of less secure 

software [86]. Not all of the Methods uncovered by the literature review have been 

implemented. However all of the Techniques explored resulted in improvements in the 

perceived impact of Agility, cycle after cycle. The use of these Techniques also resulted in the 

creation of artefacts the team found of use, and that were able to expand the teams 

understanding of the current cyber threats facing the college.  

As a result of the work linked with this study, the College now has a comprehensive 

Information Security Risk assessment, and now joins the growing number of organisations in 

the sector (n=8,f=34.78%)->(n=9,f=39.13%). One of the key themes explored in the literature  

[67] was the use of sequential processes leading toward a risk assessment, from the creation 

of Abuser Stories, which are then analysed and mitigated.  
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There tended to be a preference exposed by the team toward high level Techniques, 

especially those resulting in the creation of diagrams rather than lengthy prose. We can likely 

attribute this more to the learning styles of colleagues (and myself) than use it as a means of 

critiquing the Techniques themselves. 

Regrettably one piece of feedback received concerned the emotive nature of the names 

chosen for some of the Techniques. Within the education sector, one of the essential duties 

at present is that of Safeguarding [124]. Essentially, protecting both children and vulnerable 

adult students from harm, or what we might also call Abuse. The term Abuse appears over 

100 times in the overarching Safeguarding legislation [124].  

An Abuser may have originally been defined in simple terms as ‘A person who misuses, 

misapplies, distorts, or takes improper advantage of something.’ [125], this definition 

certainly fits the bill for our negative actors. Modern usage however, moves away from this 

definition towards those who would Abuse drugs, or worse carry out acts of violation, 

mistreatment and injury [125]. 

The level of emotion, surrounding the term Abusers may also be felt with some of the other 

popular terms such as Attackers and even Misusers. The latter again feeling some alignment 

with the drink or drug abusers.  

Term/Title Total Percentage 

Negative User Stories / Negative User Story 12 10.43% 

Abuser Stories / Abuser Story 23 20.00% 

Attacker Stories / Attacker Story 2 1.74% 

Evil User Stories / Evil User Story 11 9.57% 

Security Stories / Security Story 42 36.52% 

Misuse Story / Misuse Stories 24 20.87% 

Misuser Story / Misuser Stories 1 0.87% 

 
115 1 

Table 20 - Terms with Emotive Entries Struck-through 
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If we discount these other titles, what’s left is very little. Negative User Stories (n=12, 

f=10.43%) & Negative Use Cases as well as Evil User Stories (n=11, f=9.57%) do not feature 

regularly in the literature. 

Security Stories (n=42,f=36.52%) is certainly a phrase that features more often, and  Security 

Cases seems a sensible phrase too. There is a possible danger that this phrase in the negative 

form we need, does not always align with intended use of Security Stories [75] as perhaps the 

solution to an Abuser Story. 

Language and emotion is a matter that has been studied widely [126]. Ultimately, human 

emotion is such that if the nomenclature doesn’t aid both understanding the topic, and 

feeling comfortable with the phrasing then it’s unlikely it will receive sufficient traction to 

become mainstream. One option would be to carry out a future Emotion Perception Study 

[126] to consider the way these varying titles affect the reader. 

For now, in the absence of such a study the proposal is to call our new class of stories: Misuser 

Stories. This offers alignment with XML Misuse Cases [67]. 

A further point of discussion, is also whether Misuser Stories fit the true bill of an Agile 

Technique, thinking surrounding this is along the lines that were raised by a member of the 

team. There was a comment made that the Misuser Stories were difficult to write as we 

lacked a user to interact with, a point that has been echoed in the literature to some extent 

[86]. The Agile Manifesto teaches us that Customers & Collaboration as well as Individuals & 

Interaction are paramount [40]. 

Have we now answered the question of ‘how do agile methods ensure that security 

requirements are continually met?’ [43]. This study has merely touched on a small proportion 

of the Techniques and Methods reporting to consider Security in an Agile way [127]. 

Ultimately as the author who posed this question suggests, Security within Agile is most 

certainly an area for further future exploration [43].  
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12 Critical Evaluation 

Retrospectives [45] guide Agilists to inspect what we’ve been doing and adapt our practice, 

ITIL concurs with this approach too [48].  A number of models [128] exist to facilitate the 

capture of critical feedback, however the simple “What Went Well” and “Even Better If” [118] 

has been used to capture an initial overview.  

What Went Well  Even Better If  

Posture survey results of benefit to the 
education sector. Highlights key areas for 
improvement and consideration. 
 

Time pressures and conflicting priorities 
hampered progress at some stages. Ultimately 
things caught up and the Just In Time approach 
prevailed. 

Engagement from colleagues across the sector 
with the research and agile aspects added 
motivation. 

Initial scope as per Plan too wide. Completion of 
all ISO27001 components unfeasible in the 
allotted time. Prioritisation of which 
components to include in this project too place. 

Colleagues and the College’s Senior Team took 
a keen interest in the project. The teams 
cooperation and patience ultimately brought 
about the success of the project. 

Literature regarding some of the key themes of 
this project is lacking, however widening the 
literature scope would have detracted from the 
project. 

The project afforded me the opportunity to 
shape the practice of the IT Services function, 
specifically focussing attention on 
Cyber/Information Security. 

The Abuser Story concept was the least 
favourable of all the techniques in the project, 
however it had been hoped this would have the 
biggest impact. 

Experimentation with and Utilisation of a 
number of new Agile techniques. 

 

The use of a Kanban board to track progress on 
key project and documentation tasks ensured 
focus was given to priority items. 

 

The cyclical nature of the Action Research 
method aligned well with the iterative and 
incremental workflows myself and the team 
are accustomed to. 

 

Table 21 - Post Project WWW & EBI 
 

Assumptions & Experience 

As has been identified in the WWW/EBI analysis, the project set out with a scope that quickly 

proved to be too expansive. During the initial planning, it became apparent that the ISO27000 

series is a challenge to implement, as had been identified by authors previously [23]. The 
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research questions were then refined to take this into consideration and reduce the scope to 

a number of key processes and techniques which were felt to be of most benefit.  

At the outset, time was depleted considering whether this project would be best suited and 

reflected as an Action Research or Case Study. Ultimately the decision was taken that as I was 

to be part of the project team, that an Action Research approach was most suited. Alignment 

is found with the literature, which promotes the use of Action Research in reflective practice. 

Specifically where the practitioner themselves leads the change and is embedded as part of 

it [102], [103]. The method also encourages the tracking of learning and development for all 

participants [102], [103]. 

As part of my role within the IT Services function, I have been at the coalface as regards the  

migration in 2015 away from a traditional, document heave waterfall approach toward the 

use of Agile Methods & Techniques. This had begun considering the use of User Stories as a 

means for documenting and prioritising requirements, and soon moved into a Scrum like 

process being adopted by the team. The adoption of Agility by the team brought about a 

marked change in the quality, consistency and speed of production. It therefore was assumed 

that additional use of Agile Methods and Techniques within both the Systems/Development 

team and wider IT Services function would result in the same deep embracing and success. 

Whilst the majority of Techniques which were deployed produced high quality output, and 

benefit to the organisation I was concerned to see that the Abuser Story concept did not fare 

as well during the initial experimentation. My background research had highlighted this as a 

growing approach [74], [86], [91]. The reasons for the poor uptake can be seen in the previous 

discussion section. Pleasingly however, post project the team have begun to adopt this 

Technique across projects, specifically to highlight security implications where they do not 

naturally fit as constraints within a traditional User Story.  

Conversely, all of the Techniques which resulted in the production of diagrams were quickly 

adopted by the team. What transpired here is likely as a result of individual colleagues 

preferred learning and communication styles, though more research would be needed to 

confirm this assumption. 
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In recent years we have seen Agile escape from software development and begin to shape 

the wider business community [51], [129]. Further to the success of this study, the recent 

publication of a number of papers and guides encouraging the use of Agile practices across 

all areas of IT Service Management [130], [131] is also of note. In its fourth incarnation, the 

ITIL [132] best practice framework now makes heavy reference to utilising Agile techniques 

and implementing processes only as far as is necessary [130].  As of yet, the Information 

Security frameworks however have not formally adopted Agile approaches, but with that said 

there are a number of Agile organisations who have achieved ISO Certification [133], [134]. 

Value of Research & Findings 

Completing this project using empirical methods has resulted in findings which should be of 

interest to IT Practitioners within Further Education and beyond. Additionally as had been 

expressed by scholars previously [84] this empirical research may be of use to the academic 

community too.   

The College’s culture is such that feedback loops, including surveys feature across all 

processes and thus the use of a survey prior to the project and following each cycle was felt 

most appropriate to gather feedback from colleagues. This was combined with simple 

observational note taking and the combination has resulted in statistical data, and meaningful 

insight alike. Suggestion had been made regarding the use of interviews to gather feedback 

and data however in the neuro-diverse IT Services function (Overall approx. 75% 

Neurotypical) this was a technique I wished to avoid. 

Project Management & Completion 

Given that the project experimented with and implemented a number of Agile Techniques 

and Methods, it was felt appropriate to also keep with the Agile theme as far as project 

management. 

The original brief required the inclusion of a Gantt chart to track the elements of the project, 

however it’s widely accepted in the Agile community that though these can be used as a high 

level tool, they rarely turn out to be accurate [129]. Instead a high level overview consisting 
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of four planned work sprints, with a foundation sprint was created (Appendix 7 - Project 

Management).  

The teams Jira tool was invaluable for documenting and prioritising individual project tasks, 

prioritising and progressing them via the use of a Kanban [86] board (Appendix 7 - Project 

Management). These techniques both gave a large degree of visibility [86], [93], [130], so that 

I could inspect my progress, and also allowed for re-prioritisation and reordering of items as 

work progressed.  
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13 Conclusion 

This study set out to explore two research questions: 

RQ1. Are Abuse Cases and Abuser Stories effective means of documenting Information 

Security Risk in a Software Project. 

RQ2. Can Specific Agile Approaches succeed in aiding the prioritisation and treatment of 

Information Security Risk. 

In essence, the study did just that, successfully exploring a number of Agile Techniques and 

Methods to approach Information Security within the College. 

The literature review revealed opinion pointing toward a need for more empirical research in 

this area [84]. The findings of this study showed that there is promise in the application of a 

number of Agile Methods & Techniques, however also brought about a number of questions 

and concerns. With that in mind, it’s clear that further research would in fact be of benefit to 

the sector, wider Information Security community and academia. 
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Appendices 

Appendix 1 – Email to JISC CMIS and UK Security Groups 

From: Alex Harding 
Sent: 19 November 2018 18:00 
To: CMIS-NETWORK@JISCMAIL.AC.UK; 'uk-security@jiscmail.ac.uk' 
Subject: FE Cyber Security Survey 
  

Hi All, 
   First of all, my apologies for cross posting. 
  
I wonder if I could ask you to take a few moments to complete a short survey about Cyber 
Security, specifically how it impacts the FE Sector and your organisations approaches.  The 
survey should take no more than about five minutes to complete, and your responses will 
be invaluable to the research I’m completing as part of my Masters project. The survey 
doesn’t require any personal data, however at the end it would be good if you could let me 
know your Role/Job Title. 
  
I will share the results with the same lists used to send out the survey once the analysis is 
complete. Those with a keen eye may notice that some of the questions are aligned with 
those in the JISC Cyber Security Posture Survey and there’s good reason for that 😝. JISC’s 
results will be a good basis for comparison. Those of you in HE are more than welcome to 
have a look and complete too, however from the results of JISCs survey and discussions at 
the JISC Security Conference it does look like you’re both more able to resource and are 
more pro-active than in FE. 
  
The survey: 
https://docs.google.com/forms/d/e/1FAIpQLSf-M5cy2gbRelWIQ4-
XT8N1itTjvUh1HTmWR2m75G1Ax2Rceg/viewform 
  
Thanks in advance. 
  
Alex 
  

Alex Harding 

Alex Harding | IT Services & Print Shop Manager   

01772 642037 (2257 / 2037) | harding.a@runshaw.ac.uk 
IT Services, Runshaw College, Langdale Road, Leyland PR25 3DQ 
Like us on Facebook |Follow us on Twitter |Visit our website 
 

  

https://docs.google.com/forms/d/e/1FAIpQLSf-M5cy2gbRelWIQ4-XT8N1itTjvUh1HTmWR2m75G1Ax2Rceg/viewform
https://docs.google.com/forms/d/e/1FAIpQLSf-M5cy2gbRelWIQ4-XT8N1itTjvUh1HTmWR2m75G1Ax2Rceg/viewform
mailto:harding.a@runshaw.ac.uk
https://www.facebook.com/RunshawCollegeSFC
https://twitter.com/RunshawCollege
https://www.runshaw.ac.uk/
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Appendix 2 – Survey Questions 
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Appendix 3 – Email to Mike Cohn 

Hi Mike, 

    As part of my Masters Thesis, I'm exploring the use of Abuser Stories, and experimenting 

with their use in a Scrum project. Part of my background reading has highlighted that you may 

have previous works in this area. 

http://itsadeliverything.com/abuser-story-user-stories-to-prevent-hacking 

I picked the above out from Stephen Thomas' blog, though as he suggests most of the 

literature points towards Peeters as the source of Abuser Stories. Are you able to confirm 

whether there's anything you may have published that I can read (or even unpublished) 

Any help or pointers would be gratefully received! 

Alex 

MSc Agile Leadership 

University of Central Lancashire / Runshaw College 

  



The Life and Times of Miscreants, Attackers, Abusers, Misusers and Evil  Folk:  

An Action Research Study Focussing on Agile Methods to Manage Information Security Risk. 

 112 

Appendix 4 – Participation Statement 

Participation Details 

FE Agile/Cyber Security Research 

 

Dear Colleague, 

    Throughout the Winter and Spring term, I will be completing a research project concentrating on the use 
of a number of Agile techniques in order to improve the speed and quality of Information Security Risk 
Analysis. This will be of benefit to all three IT Services teams, the Service Desk, IT Systems and IT 
Infrastructure. 

During the project, alongside yourselves I will suggest and we will explore a number of techniques and I will 
need to make brief notes about our progress. I would also be grateful for your completion  of a number of 
short surveys to gauge your feelings toward the proposed improvements. These notes and survey will be 
recorded in an anonymous fashion.  

You are free to withdraw your participation at any stage throughout the project, and where required and 
possible your inputs and any data will be disregarded. 

Should you have any queries or would like to discuss the project further please do not hesitate to make 
contact using the details below. 

Kindest Regards 

Alex 

 

Alex Harding 

Alex Harding | IT Services & Print Shop Manager   

01772 642037 (2257 / 2037) | harding.a@runshaw.ac.uk 
IT Services, Runshaw College, Langdale Road, Leyland PR25 3DQ 

 

  

mailto:harding.a@runshaw.ac.uk
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Appendix 5 – Team Survey 
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Appendix  6 – Facilitated Workshop Agendas 

Appendix 6.1 – First Cycle, Rich Picture  of High Level Threats Workshop 

 

Workshop/Meeting Agenda 

Date/Time/Location January 16th  / 10:00-12:00 / M101 

Attendees Redacted (10 Attendees)  

Objectives • To explore the concept of Rich Pictures. 

• To create a Rich Picture looking at cyber threats. 

Outputs (Intended) • Rich Picture 

 

Appendix 6.2 – First Cycle, Attacker Persona Workshop 

 

Workshop/Meeting Agenda 

Date/Time/Location January 17th  / 10:00-12:00 / M101 

Attendees Redacted (10 Attendees)  

Objectives • Explore Personas and Attacker Personas 

Outputs (Intended) • A collection of Attacker Personas 
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Appendix 6.3 – Second Cycle, Abuse Case Workshop 

 

Workshop/Meeting Agenda 

Date/Time/Location February 13th  / 13:00-14:30 / R008 

Attendees Redacted (6 Attendees)  

Objectives • Recap on Use Cases 

• Paper on Abuse Cases 

• Review high level requirements for RunshawPay 2.0 Project 

• Create Abuse Case Diagram 

Outputs (Intended) • Abuse Case Diagram 

 

Appendix 6.4 – Second Cycle, User Story Workshop 

 

Workshop/Meeting Agenda 

Date/Time/Location February 14th  / 09:00-10:30 / R008 

Attendees Redacted (6 Attendees)  

Objectives • Paper on Abuser Stories 

• Video on Abuser Stories 

• Review high level requirements for RunshawPay 2.0 Project 

• Review Abuse Case Diagram 

Outputs (Intended) • Abuser Stories 
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Appendix 6.4 – Third Cycle, Risk Day 

 

Workshop/Meeting Agenda 

Date/Time/Location March 14th / 08:30-16:00 / F103 

Attendees Redacted (4 Attendees)  

Objectives • Recap of High Level Threat Risk Picture 

• Review Information Security Risk Assessment Policy 

• Review CMDB & Services 

• Define Risk Template 

• Create Sample Risks 

• Create Sample Mitigations 

Outputs (Intended) • Complete Asset & Service Listing 

• Defined Risk Assessment/Analysis Template 

• Risks 

• Mitigations 
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Appendix 7 - Project Management  

During the planning of the project, a high level Sprint plan had been defined, this consisted of 

a foundation increment, and four work increments that followed it. 

 

In order to track activities, a Kanban Board was created in Jira in order to track work items. 

At the time of writing, 24 discrete activities exist within the project. 

 

  

Foundation 
Increment

• September 2018 -
October 2018

• Literature Review

Second 
Increment

• November 2018 -
December 2018

• Survey & Analysis

Third 
Increment

• January 2018-
February 2018

• Info. Sec. Risk 
Assessment

• Risk Treatment 
Prioritisation

Fourth 
Increment

• March 2018-April 
2018

• Final 
Documentation

• Submission

Final 
Increment

• May 2018 - June 
2018

• Poster & Viva
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Appendix 8 – Data 

AHProjectData.xlsx

 

1. Survey Responses 

2. Literature Review Data 

3. Rejected Survey Responses 

4. Cycle Surveys Overview 

a. Pre Cycles 

b. Cycle 1 

c. Cycle 2 

d. Cycle 3 

5. Incident Stats 

6. Scottish Government FOI Data 
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